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1 [bookmark: _Toc287704577]前言
基于朋友的需要，需要搭建一个https的测试环境，所以写的这篇文章发给朋友；
2 [bookmark: _Toc287704578]nginx的安装配置
为了方便演示，这里nginx的安装使用快速安装脚本进行安装；
2.1 [bookmark: _Toc287704579]nginx安装
下载nginx快速安装脚本安装nginx：
#wget -SO lnmp.tyumen.tar.gz http://download.zhoufengjie.cn/scripts/tools/scripts/lnmp.tyumen.tar.gz
#tar zxvf lnmp.tyumen.tar.gz
#cd lnmp
#./lnmp.sh
[image: ]
2.2 [bookmark: _Toc287704580]证书生成
公钥和私钥如果要自己测试的话，可以自己生成对应的证书进行测试；
#mkdir /usr/local/nginx/conf/ssl
#cd /usr/local/nginx/conf/ssl
2.2.1 [bookmark: _Toc287704581]生成key
生成私有密钥（必须输入一个私有key的密码进去）
# openssl genrsa -des3 -out zhoufengjie.cn.key 1024
生成无密码的证书key
# cp zhoufengjie.cn.key zhoufengjie.cn.key.bak
# openssl rsa -in zhoufengjie.cn.key.bak -out zhoufengjie.cn.key
2.2.2 [bookmark: _Toc287704582]生成签名ca
openssl req -new -x509 -key zhoufengjie.cn.key -out ca.crt -days 3650 
生成的ca.crt文件是用来签署下面的zhoufengjie.cn.csr文件。
2.2.3 [bookmark: _Toc287704583]生成CSR
使用私有key生成CSR(Certificate Signing Request)文件,这里根据情况填写组织机构等信息，Common Name填写域名，也可以写你的名字或者域名。这里是为了https申请，所以这个必须和域名吻合，否则会引发浏览器警报。生成的csr文件交给CA签名后形成服务端自己的证书。 
# openssl req -new -key zhoufengjie.cn.key -out zhoufengjie.cn.csr
[image: ]
2.2.4 [bookmark: _Toc287704584]生成crt
生成crt私有证书
[bookmark: _GoBack]# openssl x509 -req -days 3650 -in zhoufengjie.cn.csr -CA ca.crt -CAkey zhoufengjie.cn.key -CAcreateserial -out zhoufengjie.cn.crt
[image: ]
2.3 [bookmark: _Toc287704585]nginx配置
备份老的配置文件，增加新的配置
#cd /usr/local/nginx/conf/vhosts
# for file in `ls *.conf`;do mv $file{,.bak};done
编辑https代理配置，把如下的内容贴进去
# vi /usr/local/nginx/conf/vhosts/https_proxy.conf

upstream https_proxy {
              server 10.10.100.31:443 max_fails=0;
              server 10.10.100.32:443 max_fails=0;
        }

server {
   listen 443 ssl;
   ssl_certificate /usr/local/nginx/conf/ssl/zhoufengjie.cn.crt;
   ssl_certificate_key /usr/local/nginx/conf/ssl/zhoufengjie.cn.key;
   server_name www.zhoufengjie.cn zhoufengjie.cn;

   location / {
       #proxy_redirect off;
       proxy_set_header X-Real-IP $remote_addr;
       proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
       proxy_set_header Accept-Encoding "";
       add_header Power-By-Tyumen "$upstream_cache_status from $hostname";

       proxy_pass http://https_proxy;
       #proxy_pass $scheme://$host$request_uri;
       proxy_set_header Host $http_host;
       proxy_buffers 256 4k;
       proxy_max_temp_file_size 0;
       proxy_connect_timeout 30;
   }

   access_log /data/logs/https_proxy.log custom_log;
}
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[rooteMEEIEEEENERIN ss1]# openssl req -new -key zhoufengjie.cn.key -out zhoufengjie.cn.csr
Enter pass phrase for zhoufengjie.cn.key:

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few Fields but you can leave some blank

For some fields there will be a default value,

If you enter '.", the field will be left blank.

Country Name (2 letter code) DOCJ:ON

State or Province Name (full name) [1:Beiling

LocaLity Name (eg, city) [Default City]:Beiling

Organization Name (eg, company) [Default Company Ltd]: SANEEEENS
Organizational Unit Name (eg, section) [J:0PT

Common Name (eg, your name or your server's hostnane) []:zhoufengjie.cn
Enail Address [J:tyumenézhoufengjie.cn

Please enter the following 'extra’ attributes
to be sent with your certificate request

A challenge password [J:

An optional company name [J

Fraat®Ci naCachebac tEECaftTact cel I
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[rooteslumimmmmiisnismss® ss1]# openssl x509 -req -days 3650 -in zhoufengjie.cn.csr -CA ca.crt -CAkey zhoufengjie.cn.key -CAcreateserial -out zhoufengjie.cn.crt
Signature ok

subjject=/C=CN/ST=Bei Jing/L=Bei Jing/0=SinoCache/0U=opt/CN=zhoufengjie. cn/emai 1Address=tyunen@zhoufengjie. cn

Getting CA Private Key
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= Welcome to LNMP for CentOS/RHEL  Installation! == |

This Installation Released by Tyumen . |

Easy to install LNWP!
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If you want modify some varidble Ceg: wwwroot,prefix,version. .etc)
Please edit file : config

rt Information: Tyumen! TEAM |
Version: 2

hor: Tyuen, swimming bird
Hetp: /7w zhoufengjie.cn
tyumen@zhoufengjie.cn
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Copyright: (C) 2011 Tyumen Inc. ALl rights reserved. |
Now, I'11 install LW, Press Enter to continue:

Install (»;im: ! : & [EES

@): Only compile and install Nginx;
: Only compile and install MySQL;

(P): Only compile and install PHP;

(®: Compile and install LNWP(NGLIX+MySQL+PHP);

@: Quit;
Please select an option (N,M,P,A,Q Default: A): > P k-— WA





