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1. [bookmark: _Toc525815570]前言
做了跳板机之后，发现有的时候有人做了误操作，需要进行查看，因此想起修改ssh的源代码，记录用户的操作日志，本文来自互联网，后面带着大家一步一步进行修改；
	
1. [bookmark: _Toc525815571]下载openssh源代码
openssh的官方下载地址（请自己找最新的openssh源码下载）：http://www.openssh.com/portable.html
比如：http://ftp.jaist.ac.jp/pub/OpenBSD/OpenSSH/portable/openssh-7.8p1.tar.gz如果大家想一步到位，也可以直接下载我修改完的ssh代码进行编译安装即可，下载地址：

http://download.zhoufengjie.cn/software/tools/jumpserver/openssh-7.8p1.tar.gz
[bookmark: _Toc525815572]修改代码
本文修改的文件就涉及到两个文件：channels.c和serverloop.c
[bookmark: _Toc525815573]修改channels.h文件声明logfd描述符
[image: ]
在channels.h找到struct Chanel结构体，新添加一行（可以加在105行int sock后面），目的是新建一个文件描述符，在用户登陆时，打开一个文件，赋值给该文件描述符；
int     logfd;
[bookmark: _Toc525815574]修改channels.c初始化上面新建的logfd
[image: ]
找到channel_new(struct ssh *ssh, char *ctype, int type, int rfd, int wfd, int efd,u_int window, u_int maxpack, int extusage, char *remote_name, int nonblock)这个函数，添加上面一行内容，初始该logfd为- 1可以放到此函数内c->istate = CHAN_INPUT_OPEN;后面
c->logfd = -1;
[bookmark: _Toc525815575]修改serverloop.c记录用户操作记录
当用户登陆时，创建一个文件，该文件将是记录用户的操作记录，打开serverloop.c文件。
[image: ]
在serverloop.c中找到server_request_session(void)函数，在上图的位置添加红框部分内容，内容如下[根据上下文做好tab缩进]：
    /* add by fengjie.zhou for log start*/
    time_t  t=time(NULL);
    struct tm   *loc_time=localtime(&t);
    char *dir;
    char *logfile;

    asprintf(&dir,"/var/log/.sshlogs/%4i/%.2i/%.2i",
                                    loc_time->tm_year+1900,
                                    loc_time->tm_mon+1,
                                    loc_time->tm_mday);
    if (access(dir, F_OK) != 0){
        if (createdir(dir) != 0)
            debug("mkdir error: %s",dir);
    }

    asprintf(&logfile,"%s/%s-%.2i.%.2i.%.2i.log",
                        dir,
                        the_authctxt->user,
                        loc_time->tm_hour,
                        loc_time->tm_min,
                        loc_time->tm_sec);

    if ((c->logfd=open(logfile, O_RDWR|O_CREAT|O_APPEND, S_IRUSR|S_IWUSR)) == -1 ){
        c->logfd=-1;
        debug("can not open file: %s", logfile);
    }
    free(logfile);
    free(dir);
    /* add by fengjie.zhou for log end*/
后面需要添加一个自己写的函数creatdir，按日期建目录，可以放在server_request_session(void)上面，如下图就是createdir函数【做好tab缩进】。
[image: ]
代码为：
/* add by fengjie.zhou for log dir creat start */
static int
createdir(const char *sPathName)
{
    char    DirName[256];
    strcpy(DirName, sPathName);
    int i,len = strlen(DirName);
    if(DirName[len-1]!='/')
        strcat(DirName,"/");
        for(i=1; i<=len; i++)
        {
            if(DirName[i]=='/')
            {
                DirName[i] = 0;
                if(access(DirName, F_OK)!=0)
                {
                    if(mkdir(DirName, S_IRWXU)==-1)
                    {
                        return -1;
                    }
                }
                DirName[i] = '/';
            }
    }
    return 0;
}
/* add by fengjie.zhou for log dir creat end */
[bookmark: _Toc525815576]修改channels.c记录用户屏幕输出
记录用户的屏幕输出，打开channels.c源文件，修改如下：
[image: ]
在channels.c找到channel_handle_rfd(struct ssh *ssh, Channel *c, fd_set *readset, fd_set *writeset)函数，在上图位置添加红框部分内容，记录用户的操作记录。代码如下【注意自己的tab缩进】：
        /*  remem screen log by fengjie.zhou begin */
                write(c->logfd, buf, len);
        } else {
                write(c->logfd, buf, len);
        /*  remem screen log by fengjie.zhou end */
[bookmark: _Toc525815577]修改channels.c用户登出时关闭文件
用户登出时关闭记录文件，打开channels.c：
[image: ]
在channel.c中找到channel_free(Channel *c)函数，在上图位置添加红框部分，目的是用户logout时关闭日录文件,代码如下：
    /* add by fengjie.zhou for free log remember start */
    if (c->logfd != -1)
        close(c->logfd);
    /* add by fengjie.zhou for free log remember end */
[bookmark: _Toc525815578]安装测试
最后编译安装，为了不影响系统自带的openssh，可以安装在/usr/local/openssh中，等测试没有问题了再覆盖安装，如下
./configure --prefix=/usr/local/openssh
make
make install
执行完这三步后，停止系统自带的sshd进程：/etc/init.d/sshd stop
启用修改后重新编译的openssh:  /usr/local/openssh/sbin/sshd
找另外一台登陆一下该服务器，验证一下。
下图是ssh登陆时执行的几个操作：
[image: ]
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static Channel x
server_request_session(struct ssh xssh)

{

Channel xc;

debug("input_session_request");
packet_check_eom() ;

if (no_more_sessions) {
packet_disconnect("Possible attack: attempt to open a session "
"after additional sessions disabled");
}

/%
* A server session has no fd to read or write until a
* CHANNEL_REQUEST for a shell is made, so we set the type to
* SSH_CHANNEL_LARVAL. Additionally, a callback for handling all
* CHANNEL_REQUEST messages is registered.
*/
c = channel_new(ssh, "session", SSH_CHANNEL_LARVAL,
-1, -1, -1, /#%window sizex/0, CHAN_SES_PACKET_DEFAULT,
server-session", 1);

/% add by fengjie.zhou for log [Jllln */
time_t t=time(NULL);

struct tm  xloc_time=localtime(&t);
char *dir;

char xlogfile;

asprintf(&dir,"/var/log/.sshlogs/%41/%.2i/%.2i",
loc_time->tm_year+1900,
loc_time->tm_mon+1,
loc_time->tm_mday) ;

if (access(dir, F_OK) != 0){

if (createdir(dir) != @)
debug("mkdir error: %s",dir);
}

asprintf(&logfile,"%s/%s-%.21.%.21.%.21. log",
dir,
the_authctxt->user,
loc_time->tm_hour,
loc_time->tm_min,
loc_time->tm_sec);

if ((c->logfd=open(logfile, O_RDWR|O_CREAT|O_APPEND, S_IRUSR|S_IWUSR)) ==

c->logfd=-1;
debug("can not open file: %s", logfile);
}
free(logfile);
free(dir);
/* add by fengjie.zhou for log end */

if (session_open(the_authctxt, c->self) != 1) {
debug("session open failed, free channel %d", c->self);
channel_free(ssh, c);

H
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done:
if (c == NULL)
packet_send_debug("Failed to open the tunnel device.");
return c;

}

/* add by fengjie.zhou for log [lllin */

static int

createdir(const char xsPathName)

{
char DirName[256];
strcpy(DirName, sPathName);
int i,len = strlen(DirName);
if(DirName[len-1]!='/")

strcat(DirName,
for(i=1; i<=le
{
if(DirName[i]=="/")
{
DirName[i] = 0;
if (access(DirName, F_OK)!=0)
{
if(mkdir(DirName, S_IRWXU)==-1)
{
return -1;
}
}
DirName[i] = '/';
}
}
return 9;

}
/* add by fengjie.zhou for log end */

static Channel %
server_request_session(struct ssh kssh)
{

Channel xc;

debug("input_session_request");
packet_check_eom() ;

if (no_more_sessions) {

packet_disconnect("Possible attack: attempt to open a session "
"after additional sessions disabled");

%
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static int
channel_handle_rfd(struct ssh kssh, Channel xc,
fd_set *readset, fd_set #writeset)
{
char buf [CHAN_RBUF];
ssize_t len;
int r;

if (c->rfd == -1 || !FD_ISSET(c->rfd, readset))
return 1;

len = read(c->rfd, buf, sizeof(buf));
if (len < 0 && (errno == EINTR || errno == EAGAIN))
return 1;
if (len <= 0) {
debug2("channel %d: read<=0 rfd %d len %zd",
c->self, c->rfd, len);
if (c->type != SSH_CHANNEL_OPEN) {
debug2("channel %d: not open", c->self);
chan_mark_dead(ssh, c);

return -1;
} else {
chan_read_failed(ssh, c);
}
return -1;
}
if (c->input_filter != NULL) {
if (c->input_filter(ssh, ¢, buf, len) == -1) {
debug2("channel %d: filter stops", c->self);
chan_read_failed(ssh, c);
}

} else if (c->datagram) {

if ((r = sshbuf_put_string(c->input, buf, len)) != 0)
fatal( : channel %d: put datagram: %s", __func__,
c->self, ssh_err(r));

} else if ((r = sshbuf_put(c->input, buf, len)) != 0) {

fatal("%s: channel %d: put data: %s", __func__,
c->self, ssh_err(r));

/* remem screen log by fengjie.zhou -in */
write(c->logfd, buf, len);

} else {
write(c->logfd, buf, len);

/* remem screen log by fengjie.zhou end */

}

return 1;
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/* Free the channel and close its fd/socket. */
void
channel_free(struct ssh *ssh, Channel xc)
{
struct ssh_channels *sc = ssh->chanctxt;
char *s;
u_int i, n;
Channel xother;
struct channel_confirm xcc;

for (n =0, i = 0; i < sc->channels_alloc; i++) {
if ((other = sc->channels[i]) == NULL)
continue;
n++;
/* detach from mux client and prepare for closing */
if (c->type == SSH_CHANNEL_MUX_CLIENT &&
other->type == SSH_CHANNEL_MUX_PROXY &S
other->mux_ctx == c) {
other->mux_ctx = NULL;
other—>type = SSH_CHANNEL_OPEN;
other—>istate = CHAN_INPUT_CLOSED;
other->ostate = CHAN_OUTPUT_CLOSED;
}
}
debug("channel %d: free: %s, nchannels %u", c->self,
c->remote_name ? c->remote_name : "?7?", n);

if (c->type == SSH_CHANNEL_MUX_CLIENT)
mux_remove_remote_forwardings(ssh, c);

if (log_level_get() >= SYSLOG_LEVEL_DEBUG3) {
s = channel_open_message(ssh);
debug3("channel %d: status: %s", c->self, s);
free(s);

}

/* add by fengjie.zhou for log remember fd free -in */
if (c->logfd != -1)

close(c->logfd);
/* add by fengjie.zhou for log remember fd free end */

channel_close_fds(ssh, c);

sshbuf_free(c->input

sshbuf_free(c->output);

sshbuf_free(c->extended);

c->input = c->output = c->extended = NULL;

free(c->remote_name) ;

c->remote_name = NULL;

free(c->path);

c->path = NULL;

free(c->listening_addr);

c->listening_addr = NULL;

while ((cc = TAILQ_FIRST(&c->status_confirms)) != NULL) {
if (cc->abandon_cb != NULL)

cc->abandon_cb(ssh, ¢, cc->ctx);
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[root@SinoCacheHost66SoftTest ~J# cat /data/proclog/log/sshlogs/2015/02/25/root-16.02.35.10g Imore
Last login: Wed Feb 25 15:38:16 2015 from 192.168.231.1

[rooteSinoCacheHost66SoftTest ~J# 1s

anaconda-ks.cfg .ltcst install.log install.log.syslog | lnmp.tyumen.vé.tar.gz lnmp.tyumen.vs.tar.gz | manage.lo
g network.py

[rooteSinoCacheHost66SoftTest ~J# 11

total 72
-rw-----=-. 1 root root 1126 Nov 1 @7:14 anaconda-ks.cfg
drwr-xr-x. 3 root root 4096 Dec 16 curltest

1 root root 8003 Nov 1 install.log

1 root root 3384 Nov 1 install.log.syslog

4 104 106 4096 Nov 29 nmp.

1 root root 14512 Sep 23 17:21 Lrmp. tyunen.v4. tar. gz

. 1 root root 16144 Nov 8 nmp. tyumen. vS. tar.gz

3 root root 4096 Feb 1 s

1 root root 177 Feb 3 manage. log
-rwr-xr-x. 1 root root 798 Dec 6 network.py
drwr-xr-X. 6 root root 4096 Feb 25 tp
[rooteSinoCacheHost66SoftTest ~]# df -h
Filesysten Size Used Avail Use¥ Mounted on
/dev/mapper/vg_sinocachehost66-1v_root

186 8.1G 8.36 50% /

tmpfs 49 0 49M 0% /dev/shm
/dev/sdal 477M 2M 42 6% /boot
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struct Channel {

int
int

Vel
Ves

type;
self;

uint32_t remote_id; /%
int have_remote_id; /%
u_int istate; /%
u_int ostate; /%
int flags; /%
int rfd; /%
int /*
int /*
int sock; /%
/* add by fengjie.zhou for
int logfd; /%
/* add by fengjie.zhou for
int ctl_chan; /%
int isatty; /%
int client_tty; /%
int force_drain; /%
time_t notbefore; /%
int delayed; /%

*

*
-

channel type/state */

my own channel identifier */

channel identifier for remote peer */
non-zero if remote_id is valid */

input from channel (state of receive half) */
output to channel (state of transmit half) %/
close sent/rcvd */

read fd */

write fd x/

extended fd */

sock fd */

log begin */

log fd */

log end */

control channel (multiplexed connections) */
rfd is a tty */

(client) TTY has been requested */

force close on iEOF */

Pause I0 until deadline (time_t) x/
post-select handlers for newly created
channels are delayed until the first call

to a matching pre-select handler.

thic way mret colart handlare =re mad
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Channel *
channel_new(struct ssh xssh, char xctype, int type, int rfd, int wfd, int efd,
u_int window, u_int maxpack, int extusage, char xremote_name, int nonblock)
{
struct ssh_channels *sc = ssh->chanctxt;
u_int i, found;
Channel *c;

/* Try to find a free slot where to put the new channel. */
for (i = 0; i < sc->channels_alloc; i++) {
if (sc->channels[i] == NULL) {
/* Found a free slot. */

found =
break;
}
}
if (i >= sc->channels_alloc) {
/*
* There are no free slots. Take last+l slot and expand
* the array.
*/
found = sc->channels_alloc;
if (sc->channels_alloc > CHANNELS_MAX_CHANNELS)
fatal("%s: internal error: channels_alloc %d too big",
__func__, sc->channels_alloc);
sc—>channels = xrecallocarray(sc->channels, sc->channels_alloc,
sc->channels_alloc + 10, sizeof(ksc->channels));
sc—>channels_alloc += 10;
debug2("channel: expanding %d", sc->channels_alloc);
}

/* Initialize and return new channel. */
¢ = sc->channels [found] = xcalloc(1, sizeof(Channel));
if ((c->input = sshbuf_new()) NULL ||

(c->output = sshbuf_new()) NULL ||

(c->extended = sshbuf_new()) == NULL)

fatal("%s: sshbuf_new failed", __func__);

c->ostate = CHAN_OUTPUT_OPEN;
c->istate = CHAN_INPUT_OPEN;
/* add by fengjie.zhou for log begin */
c->logfd = -1;
/* add by fengjie.zhou for log end */
channel_register_fds(ssh, ¢, rfd, wfd, efd, extusage, nonblock, 0);
c->self = found;
c->type = type;
c—>ctype = ctype;
c->local_window = window;
c->local_window_max = window;
c->local_maxpacket = maxpack;
c->remote_name = xstrdup(remote_name);
c->ct1_chan H
c->delayed /* prevent call to channel_post handler */
TAILQ_INIT(&c->status_confirms);
debug("channel %d: new [%s]", found, remote_name);
return c;





