filebeat+logstash{#ZEILDNSKHIHERE

0. IRIHAA:

IFEH#E: https://download.zhoufengjie.cn/document/loganalysis/elasticsearch-logstash-kibana-install.pdf
filebeat+logstashf#BEILDNSHI HEX & L& Hlelasticsearch, @idkibana&E&,

filebeatiZ &ipihiit: 192.168.0.105

logstashi&&ipihit: 192.168.0.105

elasticsearchi& &ipithilt: 192.168.0.97

kibanaig#&ipihit: 192.168.0.97

LDNSHlogt& = E XA

#HHH

1. AFIP: KFEDNSIERMAFIP, ERZFFIPvAFIIPV6 A iult;

2. FRIEA: APEREE (QueryFERIE) |

3. fRAAIE): DNSBRS38: & A A RIRIE;

4. AICRTHILE: AAREARITERNWEEESD, AnswersFERHPE—PAILRIPHL;

5. RITERAE (RCODE) : AH#HEIHITR, EFH0-NOERROR, 1-FORMERR, 2-SERVFAIL, 3-NXDOMAIN, 4-
NOTIMP, 5-REFUSED, 6~15-1R&;

6. IEKDNSITHEIER: FAFIERZER, WA, AAAA, CNAMEZ, AH#HEIEIRR, HA1-A, 28-AAAA, 5-CNAME;
7. cname: BPBEKRIBEZKFIEnamelfid, BRBIFEKR, UHSEF;
8. AAAAICREITHbiE: AP EEABITIERNONEES, AnswersFERFRE—NAAAAICTEIPHAL;

0. WHIP: REIFSEMDNSRSBIPILL, RIVERRIEY LIRDNSEEIR; WEBRNEHTT LR, EAR
BETR;

10. FRATEEE (RIE) |
#HHH#

=psvebil

#H#HH

2409:8a44:1e00:84a2:0e37:47ff.fe76:3eaeliesdouyin.com.|20191031002459/|0|1]||2409:8088:0000:0000:0000:0000:00¢
223.88.236.41|sina.cn.|20191031002459(221.179.175.207|0|1|||211.138.24.66
223.88.189.98|www.sina.com.cn.[20191031002459]120.192.83.125|0|1|spool.grid.sinaedge.com.|[211.138.24.66
223.104.108.208|wspeed.qq.com.|20191031002459(|2|28||1211.138.24.66
2409:8945:7a40:2752:5055:¢d86:b0f8:6333]k35.gslb.ksyuncdn.com.[20191031002459(111.7.69.2|0]1]|12409:8088:000(
111.7.89.133]|cdn.cloudforest.ltd.|20191031002459(|0]28]]|211.138.24.66

223.88.54.236|apissl.ksapisrv.com.|20191031002459|103.107.217.103|0]| 1]api.ksapisrv.com.;nls-
kix.ksapisrv.com.||211.138.24.66
223.91.103.90|gs.a.sohu.com.|20191031002459]]|0]28|fjsyyd.a.sohu.com.|2409:8c00:3001:0000:0000:0000:0000:0004 |
223.90.15.3|www.w3.0rg.[20191031002459]128.30.52.100(0]1/||211.138.24.66

#HH#HH#
1. filebeatZE:
YriBvi /etc/filebeat/filebeat.ymIBMAL THA[TEEEnginx BENERL L, 1BINdns BERIEE]:

HH#HH

filebeat.inputs:
- input_type: log
paths:
- /var/log/dns/dns*.log
exclude_files: ['.gz$']



tags: ["filebeat-dns-log"]

document_type: dnslog
- input_type: log

paths:

- /var/log/nginx/access*.log
exclude_files: ['.gz$']
tags: ["filebeat-nginx-accesslog"]
document_type: nginxaccess

- input_type: log
paths:

- /var/log/nginx/error*.log
tags: ["filebeat-nginx-errorlog"]
exclude_files: ['.gz$']
document_type: nginxerror

tags: ['105-filebeat-logs"]

filebeat.config.modules:
path: ${path.config}/modules.d/*.yml
reload.enabled: false

output.logstash:
hosts: ["127.0.0.1:5044"]

#output:
## console:
## pretty: true

HHHH
G CUARAORHE, BTLUBoutputiiBiconsole, AEEHH]

/usr/bin/filebeat -e -c /etc/filebeat/filebeat.yml

Bxhfilebeat:
systemctl start filebeat

2. EcElogstash:

45iE/etc/logstash/conf.d/rec-filebeat-log.confEe E— & IEE&EnginxHlogstashBc &, FAKitfilebeat & E3k
HBEHTFELRMFR, WAL TAR:

####
input {
beats {
port => 5044
host => "127.0.0.1"
}
}
filter {

if "105-filebeat-logs" in [tags] {
if "filebeat-dns-log" in [tags] {
grok {

match => { "message" => ["%{IP:[Idns][request][remote_ip]}\|%{HOSTNAME:[Idns][request][domain]}\|%{GREEDYDATA

remove_field => "message"
add_field => {"logtype"=>"ldnslogs"}

mutate {
#add_field => { "read_timestamp" => "%{@timestamp}" }
#convert => ["totaltime","float"]
split => ["content","|"]
add_field => { "[ldns][resolve][time]" => "%{[content][0]}" }
add_field => { "[Idns][resolve][addr]" => "%{[content][1]}" }
add_field => { "[Idns][resolve][code]" => "%{[content][2]}" }
add_field => { "[Idns][request][type]" => "%{[content][3]}" }
add_field => { "[Idns][resolve][cname]" => "%{[content][4]}" }
add_field => { "[Idns][resolve][ipv6addr]" => "%{[content][5]}" }
add_field => { "[Idns][resolve][serverip]" => "%{[content][6]}" }
remove_field => "content"

}

geoip {
source => "[ldns][request][remote_ip]"

database => "/usr/share/logstash/vendor/bundle/jruby/2.5.0/gems/logstash-filter-geoip-6.0.3-java/vendor/Geo

target => "[Idns][request][geoip]”
fields => ["ip","country_name","region_name","city_name","latitude","longitude","region_code"]
add_field => [ "[Idns][request][geoip][coordinates]” , "%{[Idns][request][geoip][longitude]}" ]
add_field => [ "[Idns][request][geoip][coordinates]" , "%{[Idns][request][geoip][latitude]}" ]

}

geoip {



source => "[ldns][resolve][addr]"

database => "/usr/share/logstash/vendor/bundle/jruby/2.5.0/gems/logstash-filter-geoip-6.0.3-java/vendor/Geo
target => "[ldns][resolve][geoip]"

fields => ["ip","country_name","region_name","city_name","latitude","longitude","region_code"]

add_field => [ "[Idns][resolve][geoip][coordinates]" , "%{[Idns][resolve][geoip][longitude]}" ]

add_field => [ "[Idns][resolvel[geoip][coordinates]" , "%{[Idns][resolve][geoip][latitude]}" ]

}

if "filebeat-nginx-accesslog" in [tags] {

grok {
match => { "message" => ["%{DATA:[nginx][access][time]} %{DATA:[nginx][access][request_time]} %{IPORHOST:[ngin>
remove_field => "message"
add_field => {"logtype"=>"nginxLogs"}

}

grok {
match => {"[nginx][access][url]" => "%{URIPATH:api}"}

mutate {
add_field => { "read_timestamp" => "%{@timestamp}" }
#convert => ["totaltime","float"]

}
#date {
# match => [ "[nginx][access][time]", "dd/MMM/YYYY:H:m:s Z" ]
# remove_field => "[nginx][access][time]"
#}
useragent {
source => "[nginx][access][agent]"
target => "[nginx][access][user_agent]"
remove_field => "[nginx][access][agent]"
}
geoip {
source => "[nginx][access][remote_ip]"
target => "[nginx][access][geoip]"

}

if "filebeat-nginx-errorlog" in [tags] {
grok {
match => { "message" => ["%{DATA:[nginx][error][time]} \[%{DATA:[nginx][error][level]}\] %{NUMBER:[nginx][error][pi
remove_field => "message”
add_field => {"logtype"=>"nginxLogs"}

mutate {
rename => { "@timestamp" => "read_timestamp" }

}

date {
match => [ "[nginx][error][time]", "YYYY/MM/dd H:m:s" ]
remove_field => "[nginx][error][time]"

}
}
}
}
output {
if "105-filebeat-logs" in [tags] {
if [logtype] == "ldnslogs" {

elasticsearch {
hosts => ["192.168.0.97:9200"]
manage_template => false
index => "ldnslogs-%{[@metadata][beat]}-%{+YYYY.MM.dd}"

}
#if [logtype] == "nginxLogs" {
# elasticsearch {
# hosts => ["192.168.0.97:9200"]
# manage_template => false
# index => "nginxlogs-%{[@metadata][beat]}-%{+YYYY.MM.dd}"
#}
#stdout {
# codec => rubydebug
#}
}
}
}

gork#&=0itAA: https://github.com/logstash-plugins/logstash-patterns-core/blob/master/patterns/grok-
patterns

#H#HH#
ERlogstash:

systemctl restart logstash
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) inde v May 25, 2626 @ 14:18:11.419 eversion: 1 logtype: ldnslogs log.offset: 593 log.file.path: /var/log/dns/dns.log tags: 105-filebeat-logs, filebeat-dns-log, beats_input_codec_plain_applied host.name: cn-
;

agent.id: 26014152-9e90-44cf-b8ce-65792fef3f6f agent.type: filebeat agent.version: 7.7.8 ldns.request.geoip.region_code: HA ldns.request.geoip.coordinates: 113.5325, 34.6836
 _type ldns. request .geoip.city_name: Zhengzhou ldns.request.geoip.region_name: Henan ldns.request.geoip.latitude: 34.684 ldns.request.geoip.country_name: China
1dns. request..geoip. longitude: 113.533 1dns.request.geoip.ip: 223.88.54.236 ldns.request.domain: apissl.ksapisrv.com. ldns.request.remote_ip: 223.88.54.236

t nt.hostn: B BRFXH WEMEY  EEeT

& JSON

P e vere tinestamp May 25, 2020 © 14:10:11.419

1

© hostname ¢ _id _PpZSNIBAXN_ -XWE _Pe._
¢ Idns request doma ¢ _index 1dnslogs-filebeat-2620.05.25

inates t _type _doc

name ¢ agent.epheneral_id 2cbcfage-2cf6-499d-9dbd-4d66283c3635

- en-cmn-hn-221-06-1156

¢ agent.id 26014152-9090-44c-bBce-65792fe f3f6f

¢ agent.type filebeat

7.7.8

1.5.0

t host.name en-cmn-hn-221-06-1156

apissl.ksapisrv.com

name  Zhengzhou




