filebeat+logstashffiCDNFIncache HERE

0. IRIHAA:

IFEH#E: https://download.zhoufengjie.cn/document/loganalysis/elasticsearch-logstash-kibana-install.pdf
filebeat+logstashf#fCDNfIncache H& R & EffZlelasticsearch, #@idkibana&E,

filebeatiZ &ipihiit: 192.168.0.108

logstashi&&ipithit: 192.168.0.108

elasticsearchi&&ipithilt: 192.168.0.97

kibanaig#&ipihit: 192.168.0.97

nginxNECE X HFlogtE N EX A :
#HH#HH#

log_format filebeat_log '$msec $request_time $remote_addr $upstream_cache_status $status
$body_bytes_sent $request_method $scheme $host $uri $args $remote_user $upstream_addr
$upstream_status $upstream_response_time "$upstream_http_content_type" "$http_referer”

"$http_user_agent" "$http_cookie™;
access_log /var/log/nginx/access.log filebeat_log;

HH#HH
1. filebeatZfE:

4548vi /etc/filebeat/filebeat.ymlBMAUTAA:

HH#HH

filebeat.inputs:
- input_type: log
paths:

- /var/log/nginx/access*.log
exclude_files: ['.gz$']
tags: ["filebeat-nginx-accesslog"]
document_type: nginxaccess

- input_type: log
paths:

- /var/log/nginx/error*.log
tags: ["filebeat-nginx-errorlog"]
exclude_files: ['.gz$']
document_type: nginxerror

tags: ["filebeat-nginx-logs"]

filebeat.config.modules:
path: ${path.config}/modules.d/*.yml
reload.enabled: false

output.logstash:
hosts: ['127.0.0.1:5044"]

#output:

## console:
## pretty: true

HH#HH#
&AM CUHRAIRHE, AT outputAiconsole, AEEML]

/usr/bin/filebeat -e -c /etc/filebeat/filebeat.yml



Bnffilebeat:

systemctl start filebeat

2. EcElogstash:

4548/ etc/logstash/conf.d/nginx.confEeE— N & 1R Enginxlogstashfc &, Fiskifilebeat L& FRMBE#HTT
FEOLEMRE, MANTAR:

#H#H#
input {
beats {
port => 5044
host => "127.0.0.1"
}
}
filter {

if "filebeat-nginx-logs" in [tags] {
if "filebeat-nginx-accesslog" in [tags] {
grok {
match => { "message" => ["%{DATA:[nginx][access][time]} %{DATA:[nginx][access][request_time]} %{IPORHOST:[ngin>
remove_field => "message"
add_field => {"logtype"=>"nginxLogs"}

}
grok {

match => {"[nginx][access][url]" => "%{URIPATH:api}"}
}

mutate {
add_field => { "read_timestamp" => "%{@timestamp}" }
convert => ["totaltime”,"float"]
}
#date {
# match => [ "[nginx][access][time]", "dd/MMM/YYYY:H:m:s Z" ]
# remove_field => "[nginx][access][time]"
#}
useragent {
source => "[nginx][access][agent]"
target => "[nginx][access][user_agent]"
remove_field => "[nginx][access][agent]"
}
geoip {
source => "[nginx][access][remote_ip]"
target => "[nginx][access][geoip]"

if "filebeat-nginx-errorlog" in [tags] {

grok {
match => { "message" => ["%{DATA:[nginx][error][time]} \[%{DATA:[nginx][error][level]}\] ¥{NUMBER:[nginx][error][pi
remove_field => "message"
add_field => {"logtype"=>"nginxLogs"}

}

mutate {
rename => { "@timestamp" => "read_timestamp" }

}

date {
match => [ "[nginx][error][time]", "YYYY/MM/dd H:m:s" ]
remove_field => "[nginx][error][time]"



}
}

output {
if "filebeat-nginx-logs" in [tags] {
if [logtype] == "nginxLogs" {
elasticsearch {
hosts => ["192.168.0.97:9200"]
manage_template => false
index => "%{[@metadata][beat]}-%{[@metadata][version]}-%{+YYYY.MM.dd}"

}
#stdout {

# codec => rubydebug
#}

HH#HH

ERFlogstash:

systemctl restart logstash

3. &EkibanaB&
BEE=>FR5|BX=>0ER5|EX=>filebeat*
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. Discover ® =
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B~ 8% KQL  ® ~ Last1hour Show dates

®@ © N

©  + wEE
[
_ filebeat-* ~ 1,007 JRéth
= . May 24, 2020 @ 16:45:40.633 - May 24, 2020 @ 17:45:40633 — B&)
& Q @nFR
© EmiETR o
300
£
BEFR B 00
s e
34 -
b _source 00
5 wRTR . _ - ] _ e -
o 8 @timestamp 16:50 16:55 17:00 17:05 710 1715 17:20 17:25 17:30 17:35 17:40 17:45
t @version @timestamp/minute
=)
= Time + _source
t _id
J t| _index > May 24, 2020 @ 17:45:57.659 pogt.name: cn-cmn-hn-zz1-85-1153 log.file.path: fvar/log/nginx/access.log log.offset: 558,783
EN read_timestamp: May 24, 2828 @ 17:45:57.659 tags: filebeat-nginx-logs, filebeat-nginx-accesslog,
@
# _score beats_input_codec_plain_applied nginx.access.method: POST nginx.access.response_code: 280
qj t _type nginx.access.time: 1598313552.31@8 nginx.access.remote_ip: 10
nginx.access.referrer: http://kibana.tyumen.cn/app/kibana nginx.access.scheme: http
o] t  agent.ephemer...
= 71 mrvat hctnmma > May 24, 2820 @ 17:45:42.657 1og offset: 550,314 log.file.path: /var/log/nginx/access.log host.name: cn-cmn-hn-zz1-85-1i53
z . Discover [s)) (]
@ t  nginx.access.m... t logtype nginxLogs
t  nginx.access.ref. t nginx.access.args -
® t| nginx.accesse... t nginx.access.body_sent.bytes 15
ks t  nginx.access.re. t nginx.access.cookie _jzga=1.3485850165172480568 . 1584681453 .1584681453.1584768611.2
— t  nginx.access.re. t nginx.access.domain kibana_tyumen_cn
80
t  nginx.access.sc... t nginx.access.geoip.city_name Beijing
t  nginx.access.time t nginx.access.geoip.continent_code  AS
& .
t  nginx.access.up.. t nginx.access.geoip.country_code2 CN
€9 [t nginx.access.up. t nginx.access.geoip.country_coded  CN
5 t nginx.access.up. t nginx.access.geoip.country_name China
R t  nginx.access.up... @ @ [ B t nginx.access.geoip.ip .- e M
t nginx.access.up... # nginx.access.geoip.latitude 39.929
=
t nginx.access.url # nginx.access.geoip.location.lat 39.929
g
t nginx.access.us... # nginx.access.geoip.location.lon 116.389
EN
@ t  nginx.access.us... # nginx.access.geoip.longitude 116.389
q? t  nginx.access.us... t nginx.access.geoip.region_code BJ
@ t nginx.access.us... t nginx.access.geoip.region_name Beijing
= t  nginx.access.us... t nginx.access.geoip.timezone Asia/Shanghai

EfEFlelasticsearch EEIMEE, @ikibanaZEEHRMEXMOT:

" index": "filebeat-7.7.0-2020.05.24",
"_type": "_doc",
"_id": "nbwTRnIBvMHPZEOk43k7",
" version": 1,
_score": null,
_source": {
"log": {

"offset": 553424,

"file": {

"path": "/var/log/nginx/access.log"

})
"host": {
"name": "cn-cmn-hn-zz1-05-1i53"

b
"read_timestamp": "2020-05-24T09:46:46.666Z",
"tags": [
"filebeat-nginx-logs",
"filebeat-nginx-accesslog",
"beats_input_codec_plain_applied"
]l
"nginx": {
"access": {
"method": "POST",
"response_code": "200",
"time": "1590313604.749",
"remote_ip": "125.34.23.95",
"referrer": "http://kibana.tyumen.cn/app/kibana",
"scheme": "http",
"user_agent": {
"name": "Chrome",
"0s": "Mac OS X",




"os_name": "Mac OS X",
"os_minor": "15",
"major": "81",
"os_major": "10",
"device": "Other",

"minor": "0",

"build": ",

"patch": "4044"
b
"cookie": " jzqa=1.3405050165172480500.1584681453.1584681453.1584700611.2",
"body_sent": {

"bytes": "15"

"url": "/api/ui_metric/report",
"domain": "elk.test.tyumen.cn",
"user_name": "ngaa"“,
"request_time": "0.815",
"upstream": {
"cache_status": "-",
"response_time": "0.798",
"response_code": "200",
"upstream_ip": "192.168.0.97:5601",
"content_type": "application/json; charset=utf-8"
"args": "-",
"geoip": {
"country_code3": "CN",
"region_name": "Beijing",
"continent_code": "AS",
"longitude": 116.3889,
"location": {
"lat": 39.9288,
"lon": 116.3889

}l

"latitude": 39.9288,
"timezone": "Asia/Shanghai”,
"country_code2": "CN",
"region_code": "BJ",

"ip": "125.33.26.94",
"country_name": "China",

non

"city_name": "Beijing"

}

}
B
"@version": "1",
"ecs": {

"version": "1.5.0"
b
"logtype": "nginxLogs",
"@timestamp": "2020-05-24T09:46:46.666Z",
"agent”: {

"ephemeral_id": "83799e29-f72d-47f7-979e-0776efddf80a",
"type": "filebeat”,

"hostname": "cn-cmn-hn-zz1-05-1i53",

"id": "39d4d5cf-f746-4cd8-b4ed-3c1ld63d64edd",

"version": "7.7.0"

}'
"api": "/api/ui_metric/report"

1
"fields": {
"read_timestamp": [
"2020-05-24T09:46:46.666Z"
1,
"@timestamp": [
"2020-05-24T09:46:46.6662"
]

’sort": [
1590313606666
1

}

}



